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January 22, 2003

SUBJECT : Use of Non-Refundable Air Fares
TO: All Employees

FROM: Adrianna D. Hewings /s/
Director

Effective immediately, I am changing my policy on the use of non-refundable
airfares. There are occasions where the use of these fares will provide us a
substantial cost savings therefore I am rescinding my earlier ban on the use
of these fares. I expect Supervisors/Approving officials for those travelers
that change travel plans frequently to decide whether the initial savings
realized by buying restricted, non-refundable tickets is worth the potential
loss if the employee is not able to travel on that specific date and flight.
As Federal travelers, we are to use the contract city-pair carriers and/or
other Government fares. However, as published in REE Bulletin 00-307,
Reducing Travel Costs, you may take advantage of lower cost fares when:

1. The cost is lower overall (based on a cost comparison to include

the combined cost of transportation, lodging, meals, and related

expenses) and it is highly unlikely that the traveler will incur a monetary
penalty; e.g., due to the trip being canceled. Travel approving officials may
approve purchase of non-Government fares on a case-by-case basis. Travelers
are not authorized to procure such fares without approval. Penalties incurred
for an official trip that is canceled will be considered a cost to the
government.

2. Despite time requirements; e.g., a Saturday night stay, it is
still advantageous to the government to purchase the ticket at the lower fare.

Please refer to the AFM Policies & Procedures/Bulletins Website for Bulletins
00-307 and 02-313 for additional guidance on air fares and reducing travel
costs.

Adrianna D. Hewings
Director, Midwest Area

USDA ARS MWA

1815 North University Street
Peoria, IL 61604

Voice 309-681-6602

Fax 309-681-6684



June 14, 2000

SUBJECT: MWA Travel Policy - Purchase of Airline Tickets
TO: All MWA Employees
FROM: Adrianna D. Hewings
Director

The REE Bulletin 00-307, Reducing Travel Costs, was distributed from Headquarters to all REE employees on
April 05, 2000. This memo provides additional policy and guidance for the Midwest Area.

1. It is mandatory to purchase all airline tickets, lodging and car rentals through the designated Travel
Management Company (TMC). Purchase of these items in any other manner is in direct violation of the Federal
Travel Regulations and will not be approved.

2. On February 25,2000, REE Bulletin 00-303, Mandatory use of the Government Contractor-Issued Travel
Charge Card, was sent to all employees. This bulletin states that effective March 1, 2000 it is law that all official
travel related expenses are to be charged to the Government Contractor-Issued Travel Charge Card. As of this date
we are not in compliance with this bulletin. Therefore, by July 31, 2000 anyone traveling once or more a year must
be issued a government travel card. We have been notified by GSA that effective September of this year we are
not to use the Government Transportation Request (GTR) for government employee travel. Therefore, it is MWA
policy that after July 31, 2000, the use of the GTR will be restricted to non-government travelers only.

3. Though REE Bulletin 00-307 states that restricted fare tickets should be purchased on a GTR, effective
immediately, it is MWA policy that restricted fares will not be allowed to be purchased on the GTR.

4. Travel advances will not be authorized to cover the cost of restricted fare tickets. Every effort should be made
to purchase restricted fare tickets no sooner than 30 days before departure. Keep in mind that the most economical
restricted fare is a 21 day before departure purchase.

5. Restricted fare tickets should not be purchased in licu of the contract fare unless it results in an overall savings to
the government. The restricted fare ticket price, plus the possible penalty assessment and any additional per diem
incurred due to extra overnight stays, should be less than the contract fare.

6. You must meet one of the exceptions in Policy & Procedure 343.4, Contract Air Services that are listed below,
for not using the contract fares. A justification must accompany the AD202 that explains which exception was
met. The exception code is to be used in the transportation method of the AD202. The exceptions are:

Non Use Code

1 Space or scheduled flights are not available in time to accomplish the purpose of travel; use of
contract service would require the traveler to incur additional unnecessary costs that would
increase the total cost of the trip (i.e., overnight lodging or additional per diem or subsistence
costs); or

2 The contractor's (contract carrier’s) flight schedule is inconsistent with explicit policies of

individual Federal departments and agencies, where applicable, to schedule travel during normal
working hours; or

3 A non contract carrier offers a lower fare available to the general public, the use of which will



result in a lower total trip cost to the Government, to include the combined costs of
transportation, lodging, meals, and related expenses.

Promotional or restrictive fares may be used by REE employees when such fares are based on the
application of these non use codes. The promotional or restrictive fare should only be used when
the traveler can meet the requirements of the stated fare. If a REE employee fails to meet the
requirements of the restrictive fare through no fault of the U.S. Government, they are
personally responsible for the payment of any penalties incurred.

7. You may not purchase restricted fare tickets without an approved AD202 which specifically approves the
purchase of a restricted fare. A note must be written on the bottom of the AD202 stating “requesting approval
to purchase restricted fare”. If the Approving Official is not the fundholder of the traveler’s Unit, the
fundholder must initial the AD202 giving concurrence to the request for a restricted fare. The Approving Official
must approve only on a case-by-case basis; no “blanket” approvals will be allowed as the cost savings must be
determined on each travel request.

8. Penalties incurred for an official trip that is canceled by the government will be considered a cost to the
government.

9. Penalties incurred for an official trip canceled by the traveler for personal reasons will be considered a cost to
the traveler if the ticket cannot to be used within one year.

10. The following is a brief explanation of how a typical restricted fare works. However, these are only examples
and there may be greater penalties and/or more restrictions:

IF YOUR TRIP IS CANCELED:

. A $75.00 penalty fee is assessed which is subtracted from the cost of your ticket making the
restricted fare ticket worth $75.00 less.

. A Restricted fare ticket must be used toward the purchase of another restricted fare ticket using
the same airline as the original ticket.

. You have up to one year to use the restricted fare ticket.

IF YOU WANT TO CHANGE YOUR DEPARTURE DATE:

. This is the same as if you were to cancel the trip. See above rules. If you choose to change your
departure date for personal reasons, this will be a cost to you.

IF YOU USE THE TICKET TO GET TO YOUR DESTINATION AND WANT TO CHANGE YOUR
RETURN DATE:

. You will be charged an additional $75.00. If you choose to change your return date for personal
reasons, this will be a cost to you the traveler.



TRAVEL
Hel pful Travel Wb Sites:

Adm n. & Financial Managenent “Virtual Library” (Regul ations, Bulletins,
etc.) )
http://ww. af mars. usda. gov/library. htm

Airline City Pairs: ) )
http://pub.fss. g_sa. gov/citypairs/
htt p: // wwww. exloe ia.com
http://ww. ual . com

Currency Converter: http://ww. oanda. conl convert/cl assic
GSA Federal Travel Site: (includes Per Diemrates, POV rates, GSA Valu
Lodgi nﬂ, etc.)

ttp://ww. gsa. gov/travel . htm

Hotel /Motel Fire Safet¥ Act .
http://ww. usfa.fenma. gov/ hotel/index. htm

Mapquest: (create driving directions between two | ocations)
http://ww. mapquest. conl

Bank of Anerica Covernnent Services:
http: // ww. bankof ameri ca. com gover nment /

Ofice of Governnent-wi de Policy (links to Federal Travel Regs, Per Diem

Rates, etc.)
http://ww. gsa. gov/

Passport & Visa Infornation )
http://ww. st ate. gov/ww services. htn
http://travel .state. gov/visa_services. htm
Per Di em Al |l owances for Foreign Areas )
http://ww. st ate. gov/ ww perdi ens/i ndex. ht m
Travel -rel ated P&Ps .
http://ww. af m ars. usda. gov/ f md/ i ssuances. ht n¥#t ravel
Travel Warnings & Consular Information Sheets (DenPt of State):
http://travel . state.gov/travel warnings. ht
Vacci nation Information for International Travel:
http://ww. cdc. gov/travel /i ndex. ht m

P&Ps,



M&l E Chart of Deductions

M&l E Br eakdown
M&l E Rates wi thin Conus

$30. 00 $34. 00 $38. 00 $42. 00 $46. 00 $50. 00
Br eakf ast 6. 00 7.00 8. 00 9.00 9.00 10. 00
Lunch 6. 00 7.00 8. 00 9.00 11. 00 12.00
Di nner 16. 00 18. 00 20. 00 22.00 24.00 26. 00
I nci dental s 2.00 2.00 2.00 2.00 2.00 2.00
Flat 3/4 $22. 50 $25. 50 $28. 50 $31. 50 $34. 50 37.50
Rat e:
St andard Conus Rate: Lodgi ng + M&l E = Rat e
$55. 00 + $30. 00 = $85. 00
Per Di em

12 Hour Rule: NO per diemis allowed for travel less than 12 hours or within
the official duty station.

Travel within one cal endar day: NO per diempaid within a set nile radius to
be deterni ned by your LAO

Travel of nore than one cal endar day: NO per diemwhen the travel is
performed within a 35 mle radius of the enployee' s official duty station.



Ceneral Travel Rules

No one can approve their own travel authorization or travel voucher
Redel egations must be in witing.

| f possible, approving officials shall schedule travel to prevent enployees
fromhaving to travel during non-duty hours

Travel requiring special approvals:

--annual leave (Attach SF-71 to Agency copy of Authorization, indicate
| eave taken on travel voucher, adjust per diementitlenment
accordingly)

--Deviations for personal convenience fromthe nornmal node of
transportation or itinerary (approved by nenorandum

--Travel that conbines personal travel with official travel (approved
by nmenorandum

--Ofsite nmeetings which costs, to USDA, $25,000 or nore

--Continuation of per diemdue to illness or injury

Use of Travel Managenent Centers is mandatory. Use of non-contract carriers
nust be pre- or post-approved.

Recei pts are required for |odging regardl ess of the anpunt.

Receipts are required for all other expenses which cost $75 or nore.

The CGovernnent-issued travel charge card will be used to pay for all mgjor
expenses incurred during travel. Al enployees that travel once or nore a
year will be offered the charge card. A canceled travel charge card account

refl ects unfavorabl e past performance. For this reason, enployees with
cancel ed charge card accounts are considered high risk in the repaynent of
travel advances. Therefore, an enployee who has had their travel charge card
cancel ed for msuse or non-paynment may not apply for a travel advance from
NFC.

Regi stration fees nust be paid by governnent purchase card. |f not accepted
by vendor traveler may use personal credit card or check



Online Travel

To do “OnLine” travel, you nust have the “VersaPath” or TN 3270 option added
to your Wndows program You will be pronpted for your password. The NFC
Banner screen will appear as bel ow. See the correspondi ng nunbers regarding
i nput :

== 07/ 19/ 2003 D4C32782 V2563540 PF1=HELP
== NN NN FFFFFFFF CooCooCe

== NNN NN FFFFFFFF COCCOCCC

== NNNN NN FF ccC

== NN NN NN FFFFFFFF cce

== NN NNNN FFFFFFFF cce

== NN NNN FF COOCCoCC

== NN NN FF COCCCOCCC

== ========== Nat i onal Fi nance Center
== ========== O fice of the Chief Financial Oficer
== ========== United States Departnent of Agriculture =========

== For Authorized Use Only

== ENTERUSER ID=1[1] __ PASSWORD = [ 2] NEW PASSWORD? [ 3]
== (Y or N)
== ENTER APPL| CATI ON NAME = _[4] TRVL OR PRESS ENTER FOR MENU

=[1] Enter User ID: Type your Travel ID at the pronpt and tab once to enter

your password (The Area Ofice will be able to assist you if you do not
know your User |D.)
[ 2] Password: Type your password. The first position nmust be an al pha

character. |If you get the nessage “password has expired” or just want
to change your password, press tab once and enter new password in [3].
Press Tab to Application Nane.

[ 3] New Password: This field is required if your current password has
expired and the systemrequests a new password. However, you may
change your password at any time (once per day) by keying in a new
password. Press Tab.

[ 4] Enter Application Nane: Key in TRVL and press the enter on your nunber
keypad to process the request. (Notice the bottom of the screen says
“Locked” as it progresses to the next screen. Wait until it no | onger
says “Locked” before proceeding.)

The NFC Menu Screen is displayed (see below), unless NFC needs to conmuni cate
speci al nessages. In this case, the Bulletin Board screen is displayed.

Read the nessage(s) shown and press the enter on your nunber keypad to
progress to the Menu Screen:



See the correspondi ng nunbers for input instructions:

sxex TTTTTTTITIT  RRRRRRRR WV VWV LLL

*x TTTTTTTTTTT RRRRRRRRRR VWV V\VW LLL

*k Kk TTT RRR RRR WV VW LLL

*k Kk TTT RRRRRRRRRR vwW WV LLL NATI ONAL FI NANCE CENTER
*k Kk TTT RRR RRR vwW VWV LLL TRAVEL SYSTEM (TF\’\/L)

*h Kk TTT RRR RRR VWWWVW LLLLLLLLL SI GNON SCREEN

*x  xx TTT RRR RRR VWV LLLLLLLLL

e DEPARTMENT: [ 1] o
*k SERVI CI NG AGENCY: [ 2] *x
- AGENCY: [ 3] o
e OFFI CE NUMBER: [ 4] *x
** FOR "I NQUI RY" PRESS ENTER KEY, OTHERW SE ENTER S| GNON DATA *x
*x ENTER= PROCESS CLEAR= EXIT *x

*x *x

For an Inquiry, press the enter key on your nunber keypad to progress to the
I nquiry menu. For travel authorizations and vouchers, enter data as foll ows:

[ 1] DEPARTMENT: Enter AG Tab to next field
[ 2] SERVI CI NG AGENCY: Enter 03 Tab to next field
[ 3] AGENCY: Enter 1st |evel of your node code (i.e. 36) Tab to next field

[ 4] OFFI CE NUMBER: Enter levels 2 and 3 of your node code (i.e. 4505).
Press the enter key on your nunber keypad to process the request.

The followi ng screen will appear:

TV00001 NATI ONAL FI NANCE CENTER 10: 26: 41
07/19/ 03
TRAVEL SYSTEM (TRVL) MENU
( REMOTE)

MODE  TASK DESCRI PTI ON MODE  TASK DESCRI PTI ON
----------------------- ENTRY 10 AUTHORI ZATI ON' ADVANCE REPORTS
30 | NQUI RY REPORT PRI NT 11 VOUCHER ( TDY)

12 VOUCHER ( RELOCATI ON)

INQUIRY 20 |NQU RY MENU

ENTER TASK:
SELECT SPECIFIC TASK  ------ H T "ENTER' KEY
CLEAR= EXI T PF1= SI GNON SCREEN PF11= SELECT

DOCUMENT
ENTER= PROCESS

To conpl ete a new Aut hori zation/ Advance, enter 10; 11 to conplete a voucher,



etc. To view or print an Authorization or voucher that has previously been
done, enter 10 (or 11 for a voucher) in the ENTER TASK: field and then press
PF11 to select the appropriate docunent.

A good reference for the on-line process is NFC Procedures Manual Title VI
(Systens Access Manual), Chapter 6 (Travel and Transportation), Section 1
(Travel Online Data Entry)

* Loggi ng OFF the NFC Program

It is very inportant to log off the NFC systemcorrectly. To log off of the
NFC travel system conplete these steps:

1) Use the F1 key to reach the Dept. Screen (the screen that has your
originating office nunber onit -- i.e. AG 03 36 4505).

2) At the Dept. Screen, press the Oear key (ALT F10).

3) You will then get the nmessage - V3 ENTER NEXT TASK CODE

4) Type “bye” and press the enter key on your nunber keypad. Then press
F3; it should be an option on the bottom of the screen. Place an “x”
by option 1 and hit enter on your nunber keypad. Cick on “Session”
at the top of the screen and then click “Di sconnect.”

5) dick on “Session” again and “Di sconnect” again if the screen says

“call connected.” It is not necessary if the screen already says
“call is disconnected.” You nust disconnect fromboth the NFC Banner
program and the NFC Batch Screen prior to closing your Enul ate
program

6) Close the Emulate programby clicking on file and exit and you wil I
return to the Wndows nenu.

* Online Travel Tips and Qui ck Reference Guide

Do not use decinals: type $50.00 as 5000; # of days per diemas 250 not 2.50
[Tab] - to get fromfield to field within the docunent

[Shift][Tab] to back up a field.

[Enter] - use the enter key located on the nunber pad to process information
at the end of each page and go to the next page.

[Cr] F5] - to clear key errors.
[0360] or [0105]: POV rates. (Refer to Bulletin 03-301)
* Printing Instructions
At the Travel System Menu screen:
Choose 10, for Authorizations or
Choose 11, for vouchers.
Press F11 - This wil

I
print. Place an X in
it. (See bel ow)

|l ow you to view the list of documents available to

a
front of the docunent you would like to print to select



TvV02001 NATIONAL FINANCE CENTER 14:07:11
10/06/01 TRAVEL SYSTEM (TRVL)
(REMOTE) DOCUMENT SELECTION LIST FOR AUTHORIZATION/ADVANCE

SOCIAL AUTHORIZATION TYPE TRAVEL RELEASE CURRENT

SEL SECURITY NUMBER TRAVEL DATE DATE STATUS
9BM0336450003 DM 10 01 98 99 99 99 PENDING
9BM0336450002 DM 10 01 98 99 99 99 PENDING
X 123 45 6789 9Cs0336450017 DM 10 05 98 99 99 99 PENDING
234 56 7890 9Cs0336450016 DM 10 05 98 99 99 99 PENDING
345 67 8901 9Cs0336450015 DM 10 05 98 99 99 99 PENDING
PAGE: 0001

MAKE SELECTION THEN PRESS THE ENTER KEY OR PFKEY
CLEAR= EXIT PFl1= MENU PF4= DELETE PF8 = NEXT PAGE PF12= PRINT
ENTER= PROCESS PF2= ADD DOC PF7= PREV PAGE PF10= RELEASE

Press F12 - This will get you to the print information screen (See Sanpl e
Screen on next page).

Tv02002 NATIONAL FINANCE CENTER 14:00:06
10/06/98
TRAVEL SYSTEM (TRVL)

(REMOTE) PRINTER DESTINATION SCREEN

JOB ID (A-7Z): A

DESTINATION OF REMOTE PRINTER: RMT904

ROUTING INFORMATION: Sandy

SELECT BROWSE (DEFAULT TO PRINT) N (Y/N) OPTIONAL
SELECT COPIES (DEFAULT TO 1) 1 OPTIONAL

SELECT (S)INGLE DOCUMENT (DEFAULT) S (S/A/V/B) OPTIONAL
ALL (A)UTHORIZATIONS
ALL (V)OUCHERS
ALL (B)OTH AUTHS AND VOUCHERS

FILL IN THE NECESSARY FIELDS THEN PRESS PF12 TO SUBMIT JOB

CLEAR= EXIT PF1l= MENU PF7= PREV PF12= PRINT

1] JOB ID (A-2): Assign your job an identifying letter (i.e. A
2] DESTI NATI ON OF REMOTE PRI NTER Enter your printer ID (M printer IDis

RMI904) . If you have a U printer nunber, put that nunmber in this spot.
It is not necessary to fill in the other fields on this screen.
Press F12 once nore and you will return to the document list. “Job subnmitted

for print” will be displayed at the bottomof the screen. U printers wll
automatically print at this tine. Renote printers need to “Ask for the print
files.” If you have questions on printing, contact your LAO for assistance.
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* Asking for the print files.

You will now click on the blue NFC Batch Screen at the far left side of the
screen. Make sure the bottom of the screen says “call connected.” |If it
doesn’t, click on “Session” at the top of the screen, and then click on
“Connect .”

Type ‘bb getprint’ and the “Inside” Enter key. You should see the files on
the screen. After you receive the files, make sure to “Session Di sconnect”
both NFC wi ndows before you exit the enul ate program

* XPRINT - Printing the Files.
Cick on the XPRINT icon on the top of your wi ndows screen or the XPRI NT
opti on.

The files you received should be listed on the screen - if not, type *.40* and
enter. They will be listed.

Use the arrow key to highlight a file. Press ‘P to print, a YNwII be
di splayed. Press ‘Y. You will need to do this for each file.

After you have printed the files, press ‘E to erase the files before you 'Q
to exit the program
* Print Job Troubl eshooting

If you are experiencing problens with obtaining your printout, you may have an
E-Drain problem The followi ng instructions may assist you in resolving the
difficulty:

1. Access NFC as you normally do (NFC |I.D. & Password shoul d be obtai ned
fromthe help desk.)

2. Enter your User ID, (press Tab)

3. Enter you NFC Password, (press Tab twice).

4, At Application type VPSPRI NT, (press Enter)

Not e: Al ways use the Enter key on the nuneric keypad.
Note: |If error shows, enter BYE, systemreturns you to VPSPRINT screen.

Ht Enter key. It should work the second tine. |If not, start over.

5. Press Enter until you get to the VMCF Prinmary Option Menu

6. Under the VMCF Primary Option Menu: (Type 1, press Tab)

7. At Printer> Type in your U-Print ID (exanple: U3190) Cbtain your printer
# from Hel p Desk.

8. At Option> Type 9 for Select and press (Enter)

9. This screen displays a |lot of information, however, we are only

concerned with the STATUS of the print job. |In the upper middle portion
of the screen you will see a STATUS field. This field displays the
current STATUS of your U-Print ID. It should indicate | DLE or WCONNECT.
If it does you may skip to Step 13. If it indicates EDRAINED, there is
a problemw th your printer and you should continue with the next step.

10. Press F3

11. At Option> Type 3, for Renove Drain Status and press (Enter).

12. At Option> type 9, for Select and press (Enter). This will allow you to
view the Status again. It should indicate |IDLE or WCONNECT.

11



Not e: Sonetinmes you need to repeat Steps 10-12.

13. Press (F3 twice).

14. At Option> type X, for Term nate VMCF

15. At the Ready pronpt type logoff and press (Enter).
16. Press F11

17. Press Alt + F3 to disconnect

18. Press AlIt + F2 for your menu.

19. Arrow down to your U-Print ID (or the Menu Option you select to print)
and press (Enter).

If you successfully renoved the EDRAI NED status, your print job should scroll
I f you have any further problens you nay contact the Hel p Desk at
301-504-1074.

NOTES FROM PAULA SNELL

NFC Edrain Discussion and Instructions
I thought I’'d try to give you a short explanation of the U-printer process:

The U-printer# that has been assigned to you is tied directly to your AR# and
automatically prints to the printer attached to the PC for the specific IP address

given to me for EACH user. Please note that this IP address must also be a “static”
IP address which is defined as “a number that is assigned to a computer to be its
permanent address on the Internet”. Therefore, if I received the incorrect IP

address for a user, the U-printer# will not function properly.

In order to print to the U-printer successfully, the LPD icon must be in the lower
right System Tray and must be configured with a printer that has the name of the U-
Printer#, i.e, U999.

When using TN3270 Plus, the user will no longer use the old RMT# or, in the case of
most of the secretaries, the old U-printer#. Therefore, when submitting a print
job, please remember to use the new U-printer #.

Here’s a scenario you might run into..please be aware that there is nothing wrong
with the install, it has to do with the way the jobs are spooled at NFC:

You ask for a travel voucher to be printed or transmit T&As at 3:00, and by 3:30,
you have not received the printout back from NFC. In fact, you’ve gone on to
something else and forgotten you even asked for a printout. You leave the office at
3:30 and turn off your PC.

When you come in the next day, you remember that you didn’t get your printout. But
why hasn’t it come back? The reason is that it wasn’t ready when your PC was on and
when it was ready to be sent back to your U-printer#, you’d already turned off your
PC so there wasn’t a valid connection between NFC and your printer.

So, how do you get it to print? That’s where you will need to log into NFC and
release it for printing. The following are brief instructions as to how to go about
that!

Using TN3270 Plus, go into NFC and logon.

Either type VPSPRNT5 at “Enter Application Name” during logon or select
the menu item, VPSPRNTS. (If VPSPRNTS5 is not displayed on the menu,
press F8 for the next page of the menu.) Be patient, this step may take
a few seconds to bring up the appropriate screen as it goes through
several steps.

12



A screen entitled “WMCF Primary Option Menu” will be displayed. At the
prompt, “Command ===>", type 1
Press the TAB key to the prompt “Printer ===>", type your U-printer #,
for example U9999. Press the <ENTER> key
At the “WMCF Printer Command Menu”, type 9, Select, press <ENTER>.
This will take you to the next screen and display if you have any print
jobs waiting in “EDRAIN” status. Press the F3 key to go back to the
previous page.
To restart the jobs in “EDRAIN” status, type 3, Start, press <ENTER>.
This will “re-start” the print job and printing should commence shortly.
If the print job does not start printing shortly, you may want to go
through the steps above just to make sure that it isn’t in “EDRAIN”
status again.
When the print job starts printing, you can exit out of these screens by
pressing F3 until you are back at the “READY” prompt. From there, type
BYE and follow the screens to exit NFC and TN3270 Plus.

Date: Wed, 02 Apr 2003 15:05:24 -0600
From: "Paula Snell" <SNELLP@mwa.ars.usda.gov>
Subject: Additional TN3270 Plus Information

I have been asked about the following changes since installing the TN3270 Plus
and want to share it with all of you. LAOs, if you have not started
installing TN3270 Plus, please share this information with your NFC users as
it is installed:

First, when you login to NFC using TN3270, the SecuRemote screens "pop up".
The purpose of this is to login to the firewall (s) at NFC (MVS),

FFIS, or FDW depending upon the application you use. You will most

likely only need to login with SecuRemote one time per day, unless you re-boot
your system or the SecuRemote session times out. In this event, you will be
prompted to login to SecuRemote again the next time you access NFC.

Please note that if you use PCMS and you have not logged into the

TN3270 Plus software using SecuRemote first, it will also prompt you for the
NFC-MVS SecuRemote login since that system ALSO goes through the NFC-MVS
firewall.

Also note that secretaries that do travel only, will only need to login to the
NFC-MVS SecuRemote session and will only need the MVS session in TN3270 Plus.

I am also attaching instructions on how to modify the look of printouts as
they come back to the Uprinter. You may have to do some "tweaking" depending
on the printer, etc. The instructions are pretty general and it shouldn't be
too difficult to make modifications. If you are trying to do a "screen print"
and don't like the looks of the printout, you can make changes similarly to
the attached instructions, but instead of using the LPD icon, while in TN3270
Plus, you select Setup | Printer... | Page Setup to make any changes in
margins, etc. You can then change the font by selecting Change... from the
setup screen.

Another thing to note is that if you use VersaPath, you must use your original
RMT# or Uprinter#. When you use TN3270 Plus, the RMT# and Uprinter# from
VersaPath will no longer work...you must use the Uprinter# assigned on the
TN3270 Plus login instructions.

If I can be of further assistance or if you learn anything new about this
package, please feel free to share it with me so that I may share it with
others!

Thanks for your cooperation with this transition to the new software.

Paula Snell
MWA IT Specialist
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TN3270 Plus Login Instructions for
Non-FFIS Users

Select the TN3270 Plus Icon from your desktop or Task Bar. Since you are a non-FFIS User,

you are required to login with SecuRemote using NFC-MVS. Therefore, the following screen
will be displayed. Enter the ID and password as displayed (in lower case):

3

r"}PJI-'J Seouitzmutz Sy

thzniicaijun

Secu réd . by o Please suthenticate yourselito site;
VPN-1 SecuRemote™ NFC-MVS

[™ Use Centificate

User name: ,ar21 5
Password

~

@ Typein password now: !Sr21 5bm

CHECK PoinT™
Sottuane Techaologies Lid.

K kpoint. H
www.checkpoint.com r T [ Cancel _.j] Help ! i

The following screen will be displayed:

a5
HIST EdC Mew Sevm Mecros ntmmet tep
+4H BB B & FrrFr T

W A NING

YOU HAVE CONNECTED TO A U.S. GOVERN T COMPUTER. IF YOU ARE NOT
AUTHORIZED ACCESS TO THIS SYSTEM, DISCONNECT MOW.

All attempts to access and use this em and/or its resources
are subject to keystroke menitoring and recording. Everyone using
this system consents to such monitoring and is advised that if
such reveals possible evidence of criminal activity or abuse of
access authority, the information will be reported to authorities
for action. Unauthorized access or use in sxcess of documented
authority may subject you to a fine and/er imprisonment in
accordance with Title 18, USC, Section 1030 or administrative
penalties or dismissal.

WARNING

IF QUESTIONS, PLEASE CONTACT CUSTOMER SUPEORT CENTER AT 504-2

Please hit enter to continue.

Connected 1o FFIS3270.0k usda.gov port 73 0000.000' 01,03 FFI00128 MM
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